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Agenda

e Timestamping

e OpenTimestamps
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Timestamping

e What's timestamping?
e How we can use the Blockchain for timestamping?

e \Why Blockchain?
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What's timestamping?

e (iving a certain date to a document

o Eg. postmark of the postal office

o Itdoesn't help if the stamp is on the envelope

e Civil law requires dates on important document must be made by public

official
o Eg. from the notary if we are buying a house

e \What about digital documents?
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What's digital timestamping?

e Based on digital signature of a third party

e Based on certification authority

o Eg.ltalian PEC
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How we can use Blockchain for timestamping?
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How we can use Blockchain for timestamping?
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How we can use Blockchain for timestamping?
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Why Blockchain?

e Digital timestamping

o Require third party (trusted timestamping)
m Increase costs
o Requires digital signature which requires to store a secret

m Increase risks
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Timestamping with digital signature

What if the timestamper’s private key is stolen?

The key revocation certificate is issued and timestamps after the theft are
considered invalid
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Timestamping with digital signature

What if the timestamper’s private key is stolen?

The key revocation certificate is issued and timestamps after the theft are
considered invalid

WRONG

Every timestamp created by that key has to be considered invalid because the
thief can backdate timestamps

Digitally signed timestamps are as safe as the signing key
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Timestamping with digital signature
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Trustless timestamping

e Does not require trust in the stamper because client could verify by
himself and prove timestamp to others
e Does not require a secret

e |[f you look closely, a lot of problems could be solved by Timestamping:

o Improving Digital Signature
o  Supply chain, Healthcare
o InfoSec, Legal, Insurance, Safe storage

O

O  RegTech, we already worked on this

ED Eternity Wall - https.//eternitywall.com | Riccardo Casatta - @RCasatta



https://eternitywall.com

Regulators s case

e Dodd-Frank requires trade reconstruction data to be stored on supports

satisfying some properties
o WORM Write Once Read Many

o Antitamper

e Today, regulated entities use third party services relying on security by

certification authority and digital signature

o NB Does not solve double spend
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Regulators s case
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Assicurare l'integrita dei dati delle transazioni finanziarie
utilizzando la blockchain al fine di garantirne la loro
Italian banking conglomerate Banca Intesa Sanpaolo has tested a immutabilita verso le autorita di vigilanza:
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Trustless timestamping

e To answer all this use cases...

e \We are working to propose a standard in timestamping:

~ OPEN

)¢ timestamps
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™

OpenTimestamps \AE]

e What's OpenTimestamps?
e From one-tx-one-timestamp to Aggregating timestamp (merkle tree)

e Architecture: Blockchain, receipts, clients, calendar servers & backups
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OpenTimestamps in a nutshell L

e Blockchain is permissionless

o Anyone with bitcoin could timestamp something, but:

m  Costs while aggregation
m  Banks have compliance problems

m Heterogeneous formats lead to tools fragmentations
e OpenTimestamps is a standard way of doing trustless timestamping

o  Proposed by Peter Todd, | am the main contributor, lately Andrew Poelstra and Luca Vaccaro
o  Supports different blockchains

o Increase startup credibility and reliability as a service provider

e One of the biggest italian bank is using it for Dodd-Frank compliance
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™

OpenTimestamps \AE]

e What's OpenTimestamps?
e From one-tx-one-timestamp to Aggregating timestamp (Merkle tree)

e Architecture: Blockchain, receipts, clients, calendar servers & backups

€)X Eternity Wall - https://eternitywall.com | Riccardo Casatta - @RCasatta



https://eternitywall.com

OP_RETURN tx per day
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OP_RETURN utilization
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OP_RETURN utilization

~30% for timestamping
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OP_RETURN utilization

~2000 tx/day
~1000 $/day
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Claim

= 200 tx/day for global timestamping needs

For maximum precision
Less cost, 1/10 than now

0.1% of block

N

0.1% of total block space
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https://medium.com/mit-media-lab/what-we-learned-from-designing-an-academic-certificates-system-on-the-blockchain-34ba5874f196#.xsf1s8hwx
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80MB blocks!



We need a Merkle Tree!
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OpenTimestamps \AE]

e What's OpenTimestamps?
e From one-tx-one-timestamp to Aggregating timestamp (merkle tree)

e Architecture: Blockchain, receipts, clients, calendar servers & backups
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OpenTimestamps
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OpenTimestamps Proof
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Timestamping Merkle Root

3 - “1 sec merkle tree”

1 - stamp [Doc] 2 - [hash]

4 - [receipt]

6 - upgrade [receipt]

7 - [upgraded receipt]

5 - “*merkle root of
merkle roots”

GeneS|s(_
block 0 1 2 3 4 5 6 7
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OpenTimestamps branch
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OpenTimestamps

Different hash function

Bitcoin Block Header

Version Time nBits Nonce

Previous Block Header Hash

Timestamping Merkle Root

H(H(DyIH(Dg)) H(H(D)IH(

Dp))

Merkle Root
A
[ |

H(H(Tx A) |H(TxB)) H(H(Txc) |H(TxD))

H(Tx,) H(Txg) H(Tx,) H(Tx;)
Tx

Tx, Txg TXe D
1

O
o




.ots Recelipt

Binary format

$ ./ots info examples/hello-world.txt.ots

File sha256 hash: 03ba204e50d126e4674c005e04d82e84c21366780af1f43bd54a37816b6ab340
Timestamp:

ripemd160

prepend 0100000001e482f9d32ecc3bab57b69d898010857b54457a90497982f 5697 c4ec58e6198010000006b48.

append 88ac00000000

sha256

sha256

prepend a987f716c533913c314c78e35d35884cac943fa42cac49d2b2c6914003F85188
sha256

sha256

prepend dec55b3487ele3f722a49b55a7783215862785f4a3acb392846019f71dc64a9d
sha256

sha256

prepend b2cal8f485e080478e025dab3d464b416c@elecb6629c9aefce8c8214d042432
sha256

sha256

append 11b0e90661196ff4b@813c3edal4lbab5e91604837bdf7a0c9df37db0e3al198

sha256

sha256

append c34bcla4al@93ffd148c@16b1e664742914e939%efabe4d3d356515914b26d9e2

sha256

sha256

append c3e6e7c38c69f6af24c2be34ebac48257ede6lec@a21b9535e4443277be30646

sha256

sha256

prepend 0798bf8606e00024e5d5d54bf0c960T629dfb9dad69157455b62652c@e8de81
sha256

sha256

append 3f9ada6d6@baa24
sha256

sha256

prepend c703019e959a8dd3faef7489bb328ba485574758e7091f01464eb65872c975¢c8
sha256

sha256

append cbfefff513ff84b915e3fed6f9d799676630F8364ea2a6c7557 fad94a5b5d788

sha256

sha256

prepend @be23709859913babd4460bbddf8ed213e7c8773a4blface30f8acfdf@93b705
sha256

sha256

verify BitcoinBlockHeaderAttestation(358391)
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Libraries

PYTHON - JAVASCRIPT

(8) Common library JS Common library & Client tool
O python-opentimestamps 0 javascript-opentimestamps
JAVA RUST

g) Common library & Client tool @ Rust library
O java-opentimestamps O rust-opentimestamps

https://github.com/opentimestamps
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Calendar Servers

e Maintained by different entities

o https://alice.btc.calendar.opentimestamps.org/
o https://bob.btc.calendar.opentimestamps.org/

o https://finney.calendar.eternitywall.com/

e Offering their state publicly (all performed timestamp)
o  Through the /calendar URI

SERVER

Calendar Server receiving timestamp request from
clients

O opentimestamps-server

https://github.com/opentimestamps
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Reliability and execution time

Delay in the OTS servers
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Reliability and execution time

Minimum delay in the OTS servers
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Timestamping and proof of publication

e Timestamping
o An external viewer could not see all the element of the set
m If someone timestamp two different version of a document, the rest of the world
cannot see it
e Proof of publication

o An external viewer could see all the the element of the set
m Prevent double spend!

m  Bitcoin UTXO (Unspent Transaction Output)
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