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● Timestamping

● OpenTimestamps
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Timestamping

● What’s timestamping?

● How we can use the Blockchain for timestamping?

● Why Blockchain?
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What’s timestamping?

● Giving a certain date to a document

○ Eg. postmark of the postal office

○ It doesn’t help if the stamp is on the envelope

● Civil law requires dates on important document must be made by public 

official

○ Eg. from the notary if we are buying a house

● What about digital documents?
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What’s digital timestamping?

● Based on digital signature of a third party

● Based on certification authority

○ Eg. Italian PEC 
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Timestamping

● What’s timestamping?

● How we can use the Blockchain for timestamping?

● Why Blockchain?
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How we can use Blockchain for timestamping?
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How we can use Blockchain for timestamping?
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How we can use Blockchain for timestamping?
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Timestamping

● What’s timestamping?

● How we can use the Blockchain for timestamping?

● Why Blockchain?
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Why Blockchain?

● Digital timestamping

○ Require third party (trusted timestamping)

■ Increase costs

○ Requires digital signature which requires to store a secret

■ Increase risks

https://eternitywall.com
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Timestamping with digital signature 

What if the timestamper’s private key is stolen?

The key revocation certificate is issued and timestamps after the theft are 
considered invalid

https://eternitywall.com
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Timestamping with digital signature 

What if the timestamper’s private key is stolen?

The key revocation certificate is issued and timestamps after the theft are 
considered invalid

WRONG

Every timestamp created by that key has to be considered invalid because the 
thief can backdate timestamps

Digitally signed timestamps are as safe as the signing key
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Timestamping with digital signature 
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Trustless timestamping

● Does not require trust in the stamper because client could verify by 

himself and prove timestamp to others

● Does not require a secret

● If you look closely, a lot of problems could be solved by Timestamping:

○ Improving Digital Signature

○ Supply chain, Healthcare

○ InfoSec, Legal, Insurance, Safe storage

○ ...

○ RegTech, we already worked on this

https://eternitywall.com
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Regulators use case 

● Dodd-Frank requires trade reconstruction data to be stored on supports 

satisfying some properties

○ WORM Write Once Read Many 

○ Anti tamper

● Today, regulated entities use third party services relying on security by 

certification authority and digital signature

○ NB Does not solve double spend

http://eternitywall.it
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Regulators use case 

By trustless timestamping we 

achieve the same anti-tamper 

and WORM property with less 

operational costs and more 

security
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Trustless timestamping

● To answer all this use cases...

● We are working to propose a standard in timestamping: 

https://eternitywall.com
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Agenda

● Timestamping

● OpenTimestamps
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OpenTimestamps

● What’s OpenTimestamps?

● From one-tx-one-timestamp to Aggregating timestamp (merkle tree)

● Architecture: Blockchain, receipts, clients, calendar servers & backups

https://eternitywall.com
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OpenTimestamps in a nutshell
● Blockchain is permissionless

○ Anyone with bitcoin could timestamp something, but:

■ Costs while aggregation

■ Banks have compliance problems

■ Heterogeneous formats lead to tools fragmentations

● OpenTimestamps is a standard way of doing trustless timestamping

○ Proposed by Peter Todd, I am the main contributor, lately Andrew Poelstra and Luca Vaccaro

○ Supports different blockchains

○ Increase startup credibility and reliability as a service provider

● One of the biggest italian bank is using it for Dodd-Frank compliance

http://eternitywall.it
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OpenTimestamps

● What’s OpenTimestamps?

● From one-tx-one-timestamp to Aggregating timestamp (Merkle tree)

● Architecture: Blockchain, receipts, clients, calendar servers & backups

https://eternitywall.com
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OP_RETURN utilization
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~30% for timestamping
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OP_RETURN utilization

http://opreturn.org/

~2000 tx/day
~1000 $/day
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Claim

≈ 200 tx/day for global timestamping needs

● For maximum precision

● Less cost, 1/10 than now

● 0.1% of block
0.1% of total block space



One-certificate-one-transaction

1

1
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3

https://medium.com/mit-media-lab/what-we-learned-from-designing-an-academic-certificates-system-on-the-blockchain-34ba5874f196#.xsf1s8hwx

https://medium.com/mit-media-lab/what-we-learned-from-designing-an-academic-certificates-system-on-the-blockchain-34ba5874f196#.xsf1s8hwx
https://medium.com/mit-media-lab/what-we-learned-from-designing-an-academic-certificates-system-on-the-blockchain-34ba5874f196#.xsf1s8hwx


One-certificate-one-transaction

3000 degrees/year * 40 exam/year * 40000 universities ≈ ...



80MB blocks!



We need a Merkle Tree!



Aggregating 

Timestamps

Bitcoin Block Header

TxA TxB TxC TxD

HASH

H(TxA) H(TxB) H(TxC) H(TxD)

HASH HASH HASH
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Aggregating 

Timestamps



Aggregating 

Timestamps

✓ scalability 
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OpenTimestamps

● What’s OpenTimestamps?

● From one-tx-one-timestamp to Aggregating timestamp (merkle tree)

● Architecture: Blockchain, receipts, clients, calendar servers & backups
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OpenTimestamps 
Incomplete proof

https://opentimestamps.org
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t0 t1 t2 t3
Genesis 
block

t4 t5 t6 t7

Doc

1 - stamp [Doc] 2 - [hash]

4 - [receipt]

3 - “1 sec merkle tree”

5 - “merkle root of 
merkle roots”

6 - upgrade [receipt]

7 - [upgraded receipt]

https://eternitywall.com


OpenTimestamps branch
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OpenTimestamps 
Different hash function



.ots Receipt
Binary format



Libraries

https://github.com/opentimestamps

https://opentimestamps.org
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Calendar Servers
● Maintained by different entities

○ https://alice.btc.calendar.opentimestamps.org/

○ https://bob.btc.calendar.opentimestamps.org/

○ https://finney.calendar.eternitywall.com/

● Offering their state publicly (all performed timestamp)
○ Through the /calendar URI

https://github.com/opentimestamps

https://alice.btc.calendar.opentimestamps.org/
https://alice.btc.calendar.opentimestamps.org/
https://bob.btc.calendar.opentimestamps.org/
https://bob.btc.calendar.opentimestamps.org/
https://finney.calendar.eternitywall.com/
https://finney.calendar.eternitywall.com/
https://opentimestamps.org
https://opentimestamps.org
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Eternity Wall
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Timestamping and proof of publication

● Timestamping

○ An external viewer could not see all the element of the set

■ If someone timestamp two different version of a document, the rest of the world 

cannot see it

● Proof of publication

○ An external viewer could see all the the element of the set

■ Prevent double spend!

■ Bitcoin UTXO (Unspent Transaction Output)

https://eternitywall.com

